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Talk outline

1. Polymorphic malware
Often found in malware antique stores

2. Metamorphic malware
Often seen on malware buzzword bingo cards

3. Dittobytes project

A true metamorphic cross-compiler

L)

* Demo

L)
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_ Packer

M ) GitHub - telepath9000/elf-packer x —+ = O
& G | o nipss/github.com/telepathdo0o/elf-packer A ._.._|-.
[\ Notifications % Fork 6 7 Star 32

[ telepath9000 / elf-packer ( Public

<> Code (%) Issues 1 I1 Pullrequests (») Actions [ Projects () Security |~ Insights

¥ master - P 1Branch > 0Tags

. telepath9000 removed test, main bin can be used

B include

. src

0 .gitignore
[ ucENSE
[ Makefile

[ README.md

] README &l MIT license

ﬁl‘ “ﬂ"ll'ﬁ-l
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Q Go to file

c20efdf - 4 months ago

renamed fill... to inject_payload
changed encryption iteration to 64 bit
added compiledb json to gitignore
complete rewrite

fixed segfault in prepare_elf

Update README.md

Tijme @ OrangeCon
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Encrypts 64-bit elf files that decrypt at

{0) 44 Commits

4 months ago
4 months ago
6 years ago
7 years ago
4 months ago

6 years ago

runtime.

linux encryption

binary-analysis

elf-parser self-modifying-code

injection-attacks

elf-format

Readme
MIT license
Activity

32 stars

O 2 <+ 2 8

2 watching
% 6 forks

Report repository

elfod

elf-binaries

>
-



| Packer

Your original code packed.exe

#include <stdio.h>
#tinclude <stdlib.h>

int main (int argc, char** argv) {
printf(“Hello world”);

WinExec (“whoami”);

return 0;

September 5, 2025 Tijme @ OrangeCon 8



| Packer

Your original code

#include <stdio.h>
#tinclude <stdlib.h>

int main (int argc, char** argv) {
printf(“Hello world”);

WinExec (“whoami”);

return 0;

September 5, 2025

packed.exe

Encrypted -text
yp 0Xx050

0x060
0x070
O0x080
0x090
0x100
0x110
0x120
0x130
0x140
0x150
0x160
0x170
0x180

Tijme @ OrangeCon

segment: Encrypted code
01001100100011100000110101011001010011011100111000011
00011011000100110010001100110001101010011000000110101
00110000001100000011011000110111011001010011001101100
10101100001011000010110011001100001001101000110001000
11001100110000001110010011011001100100001100100110000
10110011000110110001110010110010100111001001100000011
10010110000101100100001100100110001000110001001100110
01101100011000000110111011001000011100100110100001100
01001110000011000000110110011001100011011100110100001
10100011001100110011001100010001101100110000100110000
01100110011001100110010100110010011000100011010000110
01001100010001100000011010100110100001101110110010000
01101100011000000110111011001000011100100110100001100
1110000011100000111000011000110110001




New stub by packer

#tinclude <stdio.h>
#include <stdlib.h>

int stub () {
decrypt(1lpEncryptedCode, lpKey);
return lpEncryptedCode();

return 0;

September 5, 2025

packed.exe

.text
Ox080

ox0a0
0x020
Ox030
ox040
0x100
ox110
0x120
0x130
0x140
0x150
0x160
ox170
0x180
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segment: Becryptiédncetiab

0000000010001 00000000RRGAR01100100001CA100EAREEE00011
0001021002000011200000110010000100000A200E000001 10000
0210002000 10000000100010001100100100000G0R10000EA1000
220011200002102000220110010002120002002100120011002800@
1200100@110000001020000010001021000120002R2AA00110000
10110011000110110001110010110010100111001001100000011
10010110000101100100001100100110001000110001001100110
01101100011000000110111011001000011100100110100001100
01001110000011000000110110011001100011011100110100001
10100011001100110011001100010001101100110000100116000
01100110011001100110010100110010011000100011010000110
01001100010001100000011010100110100001101110110010000
01101100011000000110111011001000011100100110100001100
1110000011100000111000011000110110001

10



| Packer

New stub by packer

#tinclude <stdio.h>
#include <stdlib.h>

int stub () {

decrypt(1lpEncryptedCode, lpKey);
return lpEncryptedCode();

}

.001

Vo ki WoVoVo Vo ta |
(A=A CACAT A" g= o= 5 AT

0110100011000
1100110010001
.0011000

0x050 01001100100011100000110101011001010011011100111000011
ax060 00N11011000100110010001100110001101010011000000110101

Your original code

#tinclude <stdio.h>
##include <stdlib.h>

int main (int argc, char** argv) {
printf(“Hello world”);

WinExec (“whoami”);

return 0;

September 5, 2025

.0011001101100
)1000110001000
)11¢€

L0001001100110
0110100001100
.1100110100001
.0000100110000
0011010000110
1110110010000
0110100001100

Tijme @ OrangeCon

1 Sk T B S
2. Decrypts th; grrigjﬂgl—code

3. Jumps to the original code

4. Original codeis executed




Polymorphic stub

Sample 1

.text
0x000
0x010
0x020
0x030
0x040

September 5, 2025

segment: Decryption stub
00110001100110011011001010011011100110110011000100011
00010110010000111001001101100011000001100100001110010
01100010011010100110001001110010110010100110100011000
01001110000110010100110110011000110011001100110010001
10011001110010011000100110001011000110010011000

Sample 2

.text
0x000
0x010
0x020
0x030
0x040

segment: Decryption stub
00110001100110011011001010011011100110110011000100011
00010110010000111001001101100011000001100100001110010
01100010011010100110001001110010110010100110100011000
01001110000110010100110110011000110011001100110010001
10011001110010011000100110001011000110010011000

In both examples, the stub is static (signatureable) each compilation.

01001100100011100000110101011001010011011100111000011
00011011000100110010001100110001101010011000000110101
00110000001100000011011000110111011001010011001101100
10101100001011000010110011001100001001101000110001000
11001100110000001110010011011001100100001100100110000
101100110001101100011100101100101600111001001100000011
10010110000101100100001100100110001000110001001100110
01101100011000000110111011001000011100100110100001100
01001110000011000000110110011001100011011100110100001
10100011001100110011001100010001101100110000100116000
01100110011001100110010100110010011000100011010000110
01001100010001100000011010100110100001101110110010000
01101100011000000110111011001000011100100110100001100
1110000011100000111000011000110110001

Tijme @ OrangeCon

01100011001110010001000101100000010100010000000100000
00100000001000000010000000100000001000000010000000100
00000100000001000000010000000100010011010110110010101
11100101011111011011110111000001110011001000100011101
00010000001011011000010100010000000100000001000000010
00000010000000100000001000000010000000100000001000000
01000000010000000100000001000000010000000100000001000
10011101100110010101110010011010010110011001111001001
00010000010100010000000100000001000000010000000100000
00100000001000000010000000100000001000000010000000100
00001011101001011000000101000100000001000000010000000
10000000100000001000000010000000100000001000000010000
00010000000100000001000100110101101101001011001000010
00100011101000100000001000100101000001110101011000100




Ultimate polymorphic form

M ) GitHub - PELock/Simple-Polymor X

&  C | &) https://github.com/PELock/Simple-Polymorphic-Engine-SPE32

_ Il Readme
- README - A Activity
Yy 148 stars
Simple Polymorphic Engine — SPE32 © 6watching
% 36 forks
Simple Polymorphic Engine (SPE32) is a simple polymorphic engine for encrypting code and data. Report repository

W‘ C is data.
The encryption algorithm uses randomly selected instructions and encryption keys. Releases

Mo releases published

The generated decryption code will be different each time.

Polymorphic decryption code as viewed in x86dbg debugger Packages

Mo packages published

Op

a
® Sreakponts ] saipt ¢ R 25 ¥ Trveads M Handies Languages
Hide FPU
pop
% FFBFEBEG
6 oo " £ dBuBo00R Assembly 99.3% @ Batchfile 0.7%

50 aopopoon

Bax
EB SF108088 <JHP .&VirtualFree? X 000000083

€2 00 T 00000000
E8 46100000 <JHP BEXitProcesss T9FFRD
LL LKL BONE2ZUGD <spedz_test.JNP.BExitProcess]
Wn 5 st. Wn
BE EBDBBFFF aone1uIA pe32_test_oono141A
F7DE

03F5 L1 R ] spe3d2_test.ehoiyin

BF 10000000

BB 0G

B1E8 33BMBCDT

B1F8 ACZDEF7S

B1EH 43CB7RYD CF1 TF @ IF1
B1FD DOF2SEGT

B9 06
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Ultimate polymorphic form

Virus.exe Malware.exe InstallMe.exe VeryLegit.exe

.text segment: Decryption s .text segment: Decryptiol .text segment: Decrypl .text segment: De
0x000 011001010011100000110 0©0x000 0110010101101010011 Ox000 1010111010101111 ©x000 1010110011¢
0x010 000101100100001110010 0©x010 1000111000001110011 Ox010 110110011010111¢ ©0x010 01011110106¢
0x020 011000100110101001100 0©0x020 0001111000111100111 Ox020 0000110010001111 ©0x020 1110011011¢
0x030 010011100001100101001 ©0x030 000001110110010101¢ Ox030 010111011101001¢ ©0x030 1101010001!
0x040 100110011100100110001 ©0x040 111001111101001001¢ Ox040 010000111100101¢ ©Ox040 1000001010’

.text segment: Encrypted co .text segment: Encrypted| .text segment: Encrypl .text segment: Er
0x050 010011001000111000001] Ox050 000001001110110000]1 Ox050 0001011001001011 O6x050 1110110000¢
0x060 000110110001001100100 0Ox060 000010010100000100¢ Ox060 110110010110101¢ 0©Ox060 1000110110¢
0x070 001100000011000000110 0©x070 0010100011111110111 Ox070 0©11011000101111¢ ©x070 ©0111111111¢
0x080 101011000010110000101] Ox080 000101000111111110¢ Ox080 1001011100111111 ©x080 1001000101¢
0x090 110011001100000011100 0©x090 0000000110110100011 Ox090 001100011001001¢ ©0x090 0001100100
0x100 101100110001101100011 0x100 001100101011011011¢ Ox100 010111000000010¢ ©0x100 1101110010¢
0x110 100101100001011001000 0©x110 0000010000001110111 Ox110 1001000001000101 0x110 0010100100¢
0x120 011011000110000001101 ©x120 1001100001010110017 Ox120 000111010100110]1 ©0x120 11000111011
0x130 010011100000110000001] ©x130 1000011000001001011 Ox130 1110000101000011 ©0x130 0100001010!
0x140 101000110011001100110 ©0x140 110110110001010100] Ox140 100010010011100¢ ©0x140 11100011101
0x150 011001100110011001100 0©x150 11100111101001111071 Ox150 1110010101000001 ©0x150 10101011111
0x160 010011000100011000000 0x160 1101101010111111111 Ox160 0011101001001111 ©0x160 0011011001¢
0x170 011011000110000001101 0x170 1001111001000111011 Ox170 100011010010000¢ ©x170 0010100110
0x180 111000001110000011100 ©0x180 0100011011011010007 Ox180 ©001111001101010]1 ©0x180 1110000100

September 5, 2025
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NotMalwa

.text
0x000
0x010
0x020
0x030
0x040

.text
0x050
0x060
0x070
0x080
0x090
0x100
0x110
0x120
0x130
0x140
0x150
0x160
0x170
0x180

segi
100:
010
101¢
010!
000!

segi
110:
101!
010!
010(
010!
101!
000!
101!
001!
111¢
100
000!
111
110«

Undetec

.text
0x000
0x010
0x020
0x030
0x040

.text
0x050
0x060
o0x070
0x080
0x090
0x100
0x110
0x120
0x130
0x140
0x150
0x160
0x170
0x180

S¢
11
ac
(]
1¢
1¢

S¢
o¢
(5N
o¢
11
11
11
1¢
1¢
01
1¢
o¢
11
o¢
o¢

ClickM¢

.text
0x000
0x010
0x020
0x030
0x040

.text
0x050
0x060

¢
¢
€
¢
€

0x070

0x080
0x090

0x100 !
0x110 !

0x120
0x130
0x140

0x150
0x160 !
0x170

0x180 !

Ste.

.te
ox0
ox0
ox0
ox0
ox0

.te
ox0
ox0
ox0
ox0
o0x0
ox1
ox1
ox1
ox1
ox1
ox1
ox1
ox1

Te

ox
ox
ox
ox
o0x

ox
ox
ox
ox
ox
ox
ox
ox
ox
ox
ox
ox
o0x
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Detection stages
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On-disk vs in-memory

packed.exe (on disk)

.text
0x000
0x010
0x020
0x030
0x040

.text
0x050
0x060
0x070
0x080
0x090
0x100
ox110
0x120
0x130
0x140
0x150
0x160
0x170
0x180

September 5, 2025

segment: Decryption stub (random)
00110001100110011011001010011011100110110011000100011
00010110010000111001001101100011000001100100001110010
01100010011010100110001001110010110010100110100011000
01001110000110010100110110011000110011001100110010001
10011001110010011000100110001011000110010011000

segment: Encrypted code (random)
01001100100011100000110101011001010011011100111000011
00011011000100110010001100110001101010011000000110101
00110000001100000011011000110111011001010011001101100
10101100001011000010110011001100001001101000110001000
11001100110000001110010011011001100100001100100110000
10110011000110110001110010110010100111001001100000011
10010110000101100100001100100110001000110001001100110
01101100011000000110111011001000011100100110100001100
01001110000011000000110110011001100011011100110100001
10100011001100110011001100010001101100110000100110000
01100110011001100110010100110010011000100011010000110
01001100010001100000011010100110100001101110110010000
01101100011000000110111011001000011100100110100001100
1110000011100000111000011000110110001

Iy} packed.exe (in memory)

.text
0x000
0x010
0x020
0x030
0x040

.text
0x050
0x060
0x070
0x080
0x090
0x100

0x110
0x120

Tijme @ OrangeCon

segment: Decryption stub (random)
00110001100110011011001010011011100110110011000100011
00010110010000111001001101100011000001100100001110010
01100010011010100110001001110010110010100110100011000
010011100001100101001101100116000110011001100110010001
10011001110010011000100110001011000110010011000

segment: Decrypted code (running)
010011001000111000001011 push rbp
000110110001001100100011 mov rbp, rsp
001100000011000000110110 mov DWORD PTR [rbp-0xC],e0x1l
101011000010110000101100 mov DWORD PTR [rbp-0x8],0x2
110011001100000011100100 mov eax, DWORD PTR [rbp-0xC]
101100110001101100011100 cdq

100101100001011001000011 idiv DWORD PTR [rbp-0x8]
P11011000110000001101111 _mov. DWORD PTR [rhn-0O%x41. eax

010011000100011000000110 mov eax, OxO
011011000110000001101110 pop rbp
111000001110000011100001 ret




Sleep mask o

100
001,

10000 =0

C2.server

*

v

&
> | o »@% ’(;\

EXE

packed.exe

September 5, 2025

Decrypt Run malicious Encrypt
C2 beacon command(s) C2 beacon
Sleep for
a while
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Talk outline

1. Polymorphic malware
Often found in malware antique stores

2. Metamorphic malware
Often seen on malware buzzword bingo cards

3. Dittobytes project

A true metamorphiccross-compiler

< Demo

L)
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L

Results in exact same assembly,
J every time you compile it.

‘Metamorphic malware

Disassembly

r15
rl2

int test_function(int argl) { eax, eax
ecx, [rbp+var_a]

int result; eax, ecx

short Ox0A
if (argl == OxA) {
result OXO0A;
result result - 0x05;
} else { ¢ ¢

result = 0xe5; eax, OxOA eax, Ox05
} eax, Ox05

return result;

September 5, 2025 Tijme @ OrangeCon




L

Results in different assembly,
J every time you compile it.

‘Metamorphic malware

Disassembly Metamorphicated (sample 1)

rl5 push r15

rl2 push rl2

eax, eax mov eax, ©

ecx, [rbp+var_a] mov edx, [rbp+var_b]
eax, ecx cmp eax, edx

short Ox0A jne short Ox0A

| |
v v v v

eax, OxO0A eax, 0x05 eax, 0xo4 eax, OxO0A
eax, 0xe5 i eax eax, OxOF

September 5, 2025 Tijme @ OrangeCon




L

‘Metamorphic malware

Results in different assembly,
J every time you compile it.

Disassembly Metamorphicated (sample 1)

rl5 push r15

rl2 push rl2

eax, eax mov eax, O

ecx, [rbp+var_a] mov edx, [rbp+var_b]
eax, ecx cmp eax, edx

short Ox0A jne short Ox0A

| |
v v v v

eax, OxO0A eax, 0x05 eax, 0xo4 eax, OxO0A
eax, 0xe5 i eax eax, OxOF

September 5, 2025 Tijme @ OrangeCon




L

‘Metamorphic malware

Results in different assembly,
J every time you compile it.

Disassembly Metamorphicated (sample 2)

rl5 push r15

rl2 push rl2

eax, eax mov eax, O

ecx, [rbp+var_a] mov edx, [rbp+var_b]
eax, ecx cmp eax, edx

short Ox0A short Ox0A

| |
v v v

eax, Ox0A eax, Ox05 ro9 eax, Ox0A
eax, Ox05 ro eax, OxOF
rdi, ox11
rdi, eax
rdi, ox01
short OxB

September 5, 2025 Tijme @ OrangeCon




‘Metamorphic malware

™ ) metamorphic-engine-GitHubTo, X

&« O @I https://github.com/topics/metamorphic-engine

I gl D D Lot

O Foen o lpeaard [rgpeaa = Py

Explore  Topics Trending Collections Events  GitHub Sponsors

+ metamorphic-engine
Here is 1 public repository matching this topic...

& jakydibe / Zone
<> Code () Issues % Pull requests

keystone  capstone  obfuscator crypter metamorphism  metamorphic-engine

Updated on May 11 @ Python

September 5, 2025

Search or jump to...

Y7 Star

b pange

77 Star 16

pe-obfuscator

ikl s s - e

Tijme @ OrangeCon
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‘Metamorphic malware

M ) GitHub - jakydibe/Zone .

&« O @ll https://github.com/jakydibe/Zone @, A*‘ l:_‘

[I] README

e @ rererwepees eapee T micesrer e el e T reegee Faes e e e challernpesy. eecieseer
o o R ey e 1 T e O il e B b T e o el e e B R Dy
e r Loy o pR s b Pl e ey P e e v b e e g e s s

Code Morphing Techniques

1. Equal Code Substitution I

This technique involves replacing certain instructions with other instructions that achieve the same result but in a

different way. For example:

® Xxor reg, reg — mov reg, 0
® sub reg, @xXVALUE — add reg, -©xVALUE

®* mov REG, @xVALUE — push VALUE; pop REG

< Handorn B lrarSmm

PEariers crdrs-wrer Vo i v sie rhe brwteraley el e precper mr v e dar rrelle Teere ra el

= N Ar. EE
N A 3l -——
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Post-compile metamorphications

’ &)

Hacker

metamorphic-engine_py

\ EXE
Develops “ v

metamorphic-

malware-3.exe
v , X
Compiles
{ / ) » | EXE EXE EXE
Code malware.exe metameorphic- metamorphic-
malware-1.exe malware-2.exe

September 5, 2025 Tijme @ OrangeCon
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et

Post-compile metamorphications

malware.exe (original) malware.exe (metamorphicated)

// Syscall ‘print’ reference
0x0000 mov rax, 1

// Write to ‘stdout’

o0x0004 mov rdi, 1

// Reference to the bytes to print
0x0008 lea rsi, [rip+0xQ]

// Amount of bytes to print

OX00OE mov rdx,

// Call the ‘print’ function and print H1A
0x0012 syscall

// The three bytes (inlined) (ascii: H1A)
0x0014 o0x48, Ox31, oxCoO

cmd.exe

tijme@vm $ .\malware.exe
H1A

September 5, 2025

// Syscall ‘print’ reference

0x0000 mov rax, 1

// Write to ‘stdout’

0x0004 mov rdi, 1

// Reference to the bytes to print

0x0008 lea rsi, [rip+0x0]

// Amount of bytes to print

OX00OE mov rdx,

// Call the ‘print’ function and print H1A
0x0012 syscall

// The three bytes (inlined) (ascii: H1A)
0x0014 xor rax, rax

Tijme @ OrangeCon

30



malware.exe (original)

p
// Syscall ‘print’ reference

0x0000 mov rax, 1

// Write to ‘stdout’

o0x0004 mov rdi, 1

// Reference to the bytes to print

0x0008 lea rsi, [rip+0xQ]

// Amount of bytes to print

OX00OE mov rdx,

// Call the ‘print’ function and print H1A
0x0012 syscall

// The three bytes (inlined) (ascii: H1A)
0x0014 o0x48, Ox31, oxCoO

R

Post-compile metamorphicatigns

malware.exe (metamorphicated)

r

cmd.exe

// Syscall ‘print’ reference

0x0000 mov rax, 1

// Write to ‘stdout’

0x0004 mov rdi, 1

// Reference to the bytes to print

0x0008 lea rsi, [rip+0x0]

// Amount of bytes to print

OX00OE mov rdx,

// Call the ‘print’ function and print H1A
0x0012 syscall

// The three bytes (inlined) (metamorphicated)
0x0014 mov rax, ©

C

md.exe

tijme@vm $ .\malware.exe
H1A

tijme@vm $ .\malware.exe
HCA

September 5, 2025
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And this is why...

We need pre-compile metamorphic engines!
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E_r:]

Pre-compile metamorphications

|

Hacker

. ith
ile d\reCt\V Wlt
Comar‘rtorph"c sl

met \ EXE
Develops u r

metamorphic-
malware-3.exe

\ ¥ X
> \ EXE 3:
Code metameorphic- metamorphic-
malware-1.exe malware-2.exe
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Talk outline

1. Polymorphic malware
Often found in malware antique stores

2. Metamorphic malware
Often seen on malware buzzword bingo cards

3. Dittobytes project

A true metamorphiccross-compiler

L)

* Demo

L)
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Dittobytes

]

Malware
Project
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Dittobytes

-..tl Dittobytes Randomize register allocation
— mov rcx, 3Eh = + mov rll, 3Eh i
- mov rdx, 4Fh > + mov rl@, 4Fh
- lea r8, [rbp+var] + lea r9, [rbp+var]
Transform mov reg, imm
Clang +LLVM + mov rax, EFh (&
— mov rcx, BAh & N + mov rcx, 55h
+ xor rcx, rax
Transform mov [reg+var], imm
Function MachineFunction +mov  rax, DSh e
Pass Plug|n PaSS Plugln - mov [rcx+var_8], 83h = 5 + mov [rcx+var_8], AAh
+ add [rcx+var_81, rax
Make C(++) code Perform Transform nullifications
Position Independent = metamorphications
- Xor ri2, ri2 = N + mov ri2, o (i
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Dittobytes

1011

._!I Dittobytes ool Outputs

G—H—EE

MacOS Mach-O Linux ELF Windows PE

Clang + LLVM

ARM64 & AMD64 ARM64 & AMD64 ARM64 & AMD64

Function MachineFunction
Pass Plugin Pass Plugin

RAW, EXE & BOF RAW, EXE & BOF RAW, EXE & BOF

Make C(++) code Perform 4 ¥|if5| v J

Z
Position Independent metamorphications 100 | | exe 100 | | gxe I:BI a9 :(I? |:BI
001 4% 001 4ot 001 4%

RAW, EXE & BOF RAW, EXE & BOF RAW, EXE & BOF

September 5, 2025 Tijme @ OrangeCon 37




Dittobytes

e O tijme/dittobytes: Metamorphic « X +

Dittobytes GitHub project

&< O m (3| https://github.com/tijme/dittobytes

[0 README & MPL-2.0 license

“ Getting started

Overview

» Directory structure

Preparing
» Cloning the repository

» Building the build tools in a Docker container
Difficulty: easy

» Installing the build tools on Windows Subsystem for Linux instead
Difficulty: intermediate

Developing
» The basics

» A hello world

September 5, 2025 Tijme @ OrangeCon
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Dittobytes

000 (\ix2 docker-buildx

docker buildx build -t dittobytes .

\ Apple M3 Pro:
Creating the Dittobytes build env (Docker) 20 minutes

ot

\ X64 laptop:
2,5 hours

=> [internal] load build definition from Dockerfile 0.0s1
=> => transferring dockerfile: 3.37kB 0.0s
=> [internal] load metadata for docker.io/library/debian:bookworm-slim 0.5s9
=> [internal] load .dockerignore 0.0s
=> => transferring context: 2B 0.0s4
=> [internal] load build context 0.0s
=> => transferring context: 2.16kB 0.0s9
=> [ 1/27] FROM docker.io/library/debian:bookworm-slim@sha256:2424c1850714a4d94666ec928e24d86de958646737b1d113f5b2207be44d37d8 0.0s
=> CACHED [ 2/27] RUN apt update -y 0.0s1
=> CACHED [ 3/27] RUN apt install -y --no-install-recommends gnupg2 wget ca-certificates apt-transport-https autoconf automake cmake dpkg-dev file make patch libc6-dev mingw-w64 nano pyth 0.0s
=> [ 4/27] COPY your-root-ca.crt /usr/local/share/ca-certificates/tia.crt 0.1s0
=> [ 5/27] RUN update-ca-certificates 0.3s
=> [ 6/27] COPY ditto/scripts/requirements.txt /tmp/requirements.txt 0.0s6
=> [ 7/27] RUN python3 -m pip install -r /tmp/requirements.txt --break-system-packages LS
=> [ 8/27] WORKDIR /opt 0.0s0
=> [ 9/27] RUN git clone --depth 1 https://github.com/tijme/forked-dittobytes-macos-sdk.git macos-sdk 138.3s
=> [10/27] WORKDIR /opt 0.1s6
=> [11/27] RUN wget https://github.com/mstorsjo/1lvm-mingw/releases/download/20240619/11vm-mingw-20240619-msvcrt-ubuntu-20.04-x86_64.tar.xz 169.9s
=> [12/27] RUN tar -xf llvm-mingw-20240619-msvcrt-ubuntu-20.04-x86_64.tar.xz 7.4s9
=> [13/27] RUN mv 1lvm-mingw-20240619-msvcrt-ubuntu-20.04-x86_64 1lvm-winlin 4.9s
=> [14/27] RUN rm 1lvm-mingw-20240619-msvcrt-ubuntu-20.04-x86_64.tar.xz 0.1s
=> [15/27] WORKDIR /opt 0.0s
=> [16/27] RUN git clone --depth 1 --branch release/18.x https://github.com/tijme/forked-dittobytes-1lvm-project.git llvm-source 75.6s
=> [17/27] WORKDIR /opt/1lvm-source/build 0.0s
=> [18/27] RUN cmake -G Ninja ../1lvm -DLLVM_ENABLE_PROJECTS="clang;11d" -DCMAKE_BUILD_TYPE=Release -DLLVM_TARGETS_TO_BUILD="X86;AArch64" -DCMAKE_INSTALL_PREFIX=/opt/1lvm -DBUILD_ 7.6s
=> [19/27] RUN ninja 815.9s
=> => # [3097/4186] Building CXX object tools/clang/lib/Driver/(MakeFiles/obj.clangDriver.dir/ToolChains/RISCVToolchain.cpp.o

=> => # [3098/4186] Building CXX object tools/clang/lib/Driver/CMakeFiles/obj.clangDriver.dir/ToolChains/PPCLinux.cpp.o

=> => # [3099/4186] Building CXX object tools/clang/lib/Driver/CMakeFiles/obj.clangDriver.dir/ToolChains/InterfaceStubs.cpp.o

=> => # [3100/4186] Building CXX object tools/clang/lib/Driver/(MakeFiles/obj.clangDriver.dir/Types.cpp.o

=> => # [3101/4186] Building CXX object tools/clang/lib/Driver/CMakeFiles/obj.clangDriver.dir/ToolChains/WebAssembly.cpp.o
l=> => # [3102/4186] Building CXX object tools/clang/1ib/Driver/(MakeFiles/obj.clangDriver.dir/ToolChains/Z0S.cpp.o
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- Dittobytes

UNREGISTERED

+ ]
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- Dittobytes

UNREGISTERED

+ ]
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Dittobytes

[ user@xps: /mnt/c/Workspace X i v

September 5, 2025

Building the example code using Dittobytes

$ |
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Dittobytes

P% user@xps: /mnt/c/Workspace X + v~

Building the example code using Dittobytes

user@xps: /mnt/c/Workspace/Repositories/github.com-tijme/dittobytes$ make help

[+] Building your code:
- make beacon-[format]-[platform]-[arch]
L Available formats: exe,raw,bof
L Available platforms: win,lin, mac
L Available architectures: amdéu,arméu
- make beacon-bof-win-amdél
- make beacon-raw-mac—-armél
- make beacon-raw-lin-all
- make beacon-raw-all-all
- make beacon-all-all-all
[+] Dittobytes internals
- make ditto-loaders
- make ditto-transpilers
[+] Test suite:
- make test-suite-build
- make test-suite-test
[+] Cleanup:
- make clean
- make clean-ditto-loaders
- make clean-ditto-transpilers
[+] Help:
- make help

September 5, 2025

//

//

(Re-)compile

(Re-)compile
(Re-)compile
(Re-)compile
(Re-)compile
(Re-)compile

(Re-)compile
(Re-)compile

(Re-)compile

your code

your code to Windows AMD6U BOF/COFF

your code to MacOS ARM6U raw shellcode

your shellcode to raw shellcode for Linux and any architecture

your shellcode to raw shellcode for any platform and architecture

your shellcode to executable, BOF/COFF and raw shellcode for any platform and architecture

all pre-shipped Ditto shellcode loaders
the pre-shipped Ditto LLVM transpilers/passes

all feature tests

// Run all feature tests (for the current architecture)

// Remove all your code builds ('beacon-*') from the build folder
// Remove all loader builds ('loaders—x*') from the build folder
// Remove all transpiler builds from the transpiler build folders

// Show this help message
user@xps: /mnt/c/Workspace/Repositories/github.com-tijme/dittobytes$ |
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Dittobytes

Running the example code using Dittobytes

P% user@xps: /mnt/c/Workspace X + v

L

v Modified immediate value using random option ‘XOR‘.
MachineTranspiler passing function ‘RelocatablePreliminaryGetProcAddress(...)' for step ‘1‘.
L Running ARM6U4 module: TransformRegMovImmediates(option=XOR,modifyAll=1).

- Intermediate compile of build/beacon-win-armél.meta2.mir.
- Intermediate compile of build/beacon-win-armél.meta3.mir.

L

L

L

L

L

MachineTranspiler passing function ‘go(...)' for step ‘2‘.

L Running ARM6U module: TransformNullifications(modifyAll=0).

MachineTranspiler passing function ‘InitializeRelocatable(...)‘ for step ‘2'.

L Running ARM64 module: TransformNullifications(modifyAll=0).

MachineTranspiler passing function ‘PopulateTables(...)‘ for step ‘2'.

L Running ARM6U4 module: TransformNullifications(modifyAll=0).

MachineTranspiler passing function ‘RelocatableNtGetPeb( ...)‘ for step ‘2'.

L Running ARM64 module: TransformNullifications(modifyAll=0).

MachineTranspiler passing function ‘RelocatableGetDataTableEntry(...)' for step ‘2‘.
L Running ARM6U module: TransformNullifications(modifyAll=0).

MachineTranspiler passing function ‘RelocatableStrCmp(...)‘ for step ‘2‘.

L Running ARM6U module: TransformNullifications(modifyAll=0).

MachineTranspiler passing function ‘RelocatablePreliminaryGetProcAddress(...)' for step ‘2‘.
L Running ARM64 module: TransformNullifications(modifyAll=0).

- Intermediate compile of build/beacon-win-armél.obj.

- Intermediate cleanup of build files.

- Done building BOF beacon-bof-win-armél.
user@xps:/mnt/c/Workspace/Repositories/github.com-tijme/dittobytes$ ls -lah build/beaconx
-rwxrwxrwx 1 user user 4.0K Aug 3 18:53 build/beacon-win-amd6l.exe

-rwxrwxrwx 1 user user 3.1K Aug 3 18:53 build/beacon-win-amd6l.obj
-rwxrwxrwx 1 user user 2.1K Aug 3 18:53 build/beacon-win-amd6l.raw
-rwxrwxrwx 1 user user 4.0K Aug 3 18:53 build/beacon-win-armél.exe
-rwxrwxrwx 1 user user 3.1K Aug 3 18:53 build/beacon-win-armél.obj

-rwxrwxrwx 1 user user 2.2K Aug 3 18:53 build/beacon-win-armél.raw
user@xps:/mnt/c/Workspace/Repositories/github.com-tijme/dittobytes$
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Dittobytes

Q

32
64
96
128
160
192
224
256
288
320
352
384
416
448
480
512
544
576
608
640
672
704
736
768
800
832
864
896
928
960
992
1024
1056
1088
1120
1152
1184

554883EC 60488D6C 24604888 -SH 48398F7 C645F 488
F78388C7

egBBoo00 mss DoEg@202 00008 8AlBFass css F988 c9
8A45FA88 45CA8 FB8sdSCB 8AHBFCa3 MBccaa4s FD8845CD sAlBFEss HECE
FrasficF @BseHSEs s B“FF.83 1FOF97 10F 5.4883
C4605DC3 6666662E OF1F8400 00000000 554881EC 88000000 488DAC24 sooooeoo
745 C645
C645 B8 63 557

c645F8 00488840 DB3A4503 3345CB3A @50438
css 07 88HBCFSA 45“45 8 83fiBDAzA

3345B88A 45@E3345 EsA
CO8A45F9 8845C18A ABFABS
A 8A4sER 8845[sA
45[@ss4s s - AF8A 45E88845 BOBA4SEQ
8845B18A 45EA8845 B28A ss B38A 3 - 33/i8BS5,

8DADEB48 48890148 8B
8D55, E8 020000 #839L143 88 89481043 81
OF1F 00 554883EC [§#488D6C 24604

34 88
88 38 8A45,
8A4SFE 3345DE43 8B
8 3345EC3A
8 34
FFDO 4330148 88 89481848 83C48@5D

00 554883EC 20488D6C 2420C745 F(
8BASFO .89 EQ 4838BASEQ 4883C420 5DC3|

554883EC 18488D6C 241084839
ESroiize [H8oo 4 a 83C4185D C
554883EC 18488D6C 24104889 F8 8B
eaii48ss 83 89 888 FB 83

0F1F8400 00000000

'fi'f_. e

89 45F8EBfl 4888

F77 8 8B F BE@@433B FBOFBE

OFBE 8B4DF80F BE@839E8 oro4802d 010 ﬂ

554881EC 488DAC24 80000000 483
@848 3845 380 1sfBsell 20488945 Fali§sB4s
FFFF4889

September 5, 2025

52019 3

On-disk: original (left) vs metamorphicated (right)

Tijme @ OrangeCon

45



Dittobytes

( N N J
0 | 554883EC 60488D6C 24604383 [ERBA6C] 488 C645F 488
F78348C7 8

IEERE On-disk: original (left) vs metamorphicated (right)

UAVWSAUVAWH. . "H.1$ H.

32 Esflloooo 004830l DoEs@Bo2 00008 css F988 c9 W 511§ L 889 [l 645FF

64 | 8A45FA88 45CA3A#S FBa3dSCE sAlBrcas WBccaads F08845CD Fess HBCE .E..E..B. .. .B..B .e..e. B .H. E8880000 00433D50 DO esfEozo0 ooflisA

96 FrasiBcr HBssiBEs HEsndbc7 B“FF.BB 1FOF97 10F 5.4883 . EHEHN.. 10 . . 8AZSFolll s3@BCodd 3nssFARE 8345CASA BBFBSS

128 | C4605DC3 sssssszs 0F1F8400 00000000 554881EC 88000000 488DAC24 sooooooo . 8845CD#0 sAZSFEAd s3@8ceaa HiFrssdl criifss

160 745 645 FF

192 4 C645 B3 63 5E7 OFB6 4883C4 60 5D (3 6666662E OF1F3400 00000000
224 | 4 6458 00#8894D D8sA4503 8845CBSA H50488 55 48831ECBE 00000043 8DAC2480 000000

256 A cesAliSo7 83@SCFeA 45&45 8 8afiSDizA 52 4C 4889 C745
288 - 3A 50633 H5HDEsA 33#5D83A 45BEB845 FEsn c6 45 00 :

320 AQSF7 33#8BFaA HSFassl 08A45F9 8845C18A HBFA8S 4889

352 | 28 : 3o [iSlCA AU 83H5E53A 8r45ER 8845[sA 5

384 : 38 SAMSE7 AF8A 45E88845 BOBA4SEQ l @ 45 E7) 4

416 45EA8845 B28AMSEB 88 LB38A EC88 : 33/i8BS5, C6 45

448

480 48 8DADCR48 E8 48890148 8B| 4D AZ50- | 8AFS05
512 £8 [@oz0000 B8sof148 89481043 81 38¢8CD3A 550688 ﬁ A 88 8A45
544 oF1 00 554883EC 4604 8845 3 - 8A 8A45

576 8845[sA SDF588 - - » 8sfilicosa
608 | EBfB894D 45F98845 C1448A70 FA ; - 84

640 | 8845DESA 88BAg3A 3345 [Edd2: 88
672 s 3 : 34 88 A 8845 Bo#dsA45 E9R48845
704 | P@4889C1 438B45E@ 4889088A 2l B18A4SEA 8845B28A 484378 ED ssl B548

736 | 8siSEsA HBERss 8 88 88 8D 48 4 48 895E08HE 8D

768 8BAE@1048 8B4D 8B, 8D FFDO 4889 89481848 83C48@5D 8D55 4 104881C4 88000000
800 | C3 OF1F, 00 ss4sssec 24200745 FC 5D 4883EC

832  [@@ssHSFC 654888 3945F0 d8ssiSFo 8
864  554883EC 18488D6C 2410 89 4D0048C7 45F8
396 [HSrofiiss ESoo

928 | 554883EC 18488D6C 24104889 lzosal
960  F774848 WF F80FBE 17502
992 | epfiidgss 83 888 FB 83

1024 | OFBE 8B4DF8OF BE 39 0F94- 010FB6

1056 | 554881EC 488DAC24 80000000 4339
1088  [B@AsB45 388 13f8ss
1120 FFFF4889
1152
1184

488D6C24 B@48 4C
8 0

8A

8A
4888
88
88
8B #7¢104€8B
89218 4883(4
4883 EC20488D 6(2420
65 488B| 89
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Dittobytes

% 1n-memo ry:

original (left) vs metamorphicated (right)

BBOB7FFG6FAFC1E01
BBOB7FFEFAFCLEOS5
BBOB7FFEFAFCLE0A
BBOB7FF6FAFC1O14
@OBB7FFEFAFClO1S
BBBO7FF6FAFC1O1C
BBOB7FFGFAFC1020
BBOB7FF6FAFC1025
@OBR7FFEFAFC1029
BBOB7FFEFAFCLO2E
BBBO7FF6FAFClE31
BBBO7FFB6FAFClE34
@OBR7FFEFAFC1037
BOBO7FFEFAFCLE3A
BBOB7FF6FAFC1O3D
BBOB7FFG6FAFCLO40
@OBR7FFEFAFCLO43
BBOB7FFG6FAFCLR46
BBOB7FFGFAFC1049
@BOB7FFBFAFCLE4C
@BOB7FFEFAFCLO4F
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rcx, [rbp+var_30]
sub_7FF6FAFC1090

rcx, [rbp+var_30]
sub_7FF6FAFC123@

al, byte ptr [rbp+v

[rbpt+var_39], al

al, byte ptr [rbp+var

[rbp+var_38], al

al, byte ptr [rbp+var

[rbp+var_37], al

al, byte ptr [rbp+var

[rbp+var_36], al

al, byte ptr [rbp+var

[rbp+var_35], al

al, byte ptr [rbp+var

[rbp+var_34], al

Tijme @ OrangeCon

1 0BBOT7FF7D4581001
:0BBOT7FF7D4581003
:0BBOT7FF7D4581085
1 0BOBT7FF7D45810607
:0BBO7FF7D4581003
:0BBOT7FF7D458100A
:0BROT7FF7D458108E
:0BBO7FF7D4581013
:0BBO7FF7D458101D
1 0BBOT7FF7D4581027
:0BROT7FF7D458102A
1 0BBO7FF7D458102E
:0BROT7FF7D4581630
:0BBOT7FF7D4581034
:0BBOT7FF7D4581037
:0BBO7FF7D458103B
:0BBO7FF7D458103E
:0BBOT7FF7D4581043
:0BBAT7FF7D4581047
1 0B0OT7FF7D4538104A
:0BBOT7FF7D458104F

rl3
rlS
rlg
rbx
rl2
rsp, 68h

ri4, |
rdx, 9:i

rdx, rl4
[rbp+3@h+var
cl, 56h
[rbp+3@h+var
[rbp+38h+v

rl5, [rbp+3@h+var_

FEX; E1S
sub_7FF7D45810E0

rl3, [rbp+3@h+var_58]

FCX, P13
sub_7FF7D4581340

rllb, byte ptr [rbp+3@h+var_31]
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Dittobytes

:00007FF6FAFC1090
:00007FF6FAFC1091
:00007FF6FAFC1098
:00007FF6FAFC10A0
:00007FF6FAFC10AA
:00007FF6FAFC10AE
:00007FF6FAFC10B5
:00007FF6FAFC10B9
:00007FF6FAFC10C3
:00007FF6FAFC10CY
:00007FF6FAFC10CE
:00007FF6FAFC10D2
:00007FF6FAFC10DC
:00007FF6FAFC10EO
:00007FF6FAFC10E7
:00007FF6FAFC10ED
:00007FF6FAFC10F1
:00007FF6FAFC10F5
:00007FF6FAFC10F8
:00007FF6FAFC10FB
:00007FF6FAFC10OFE
:00007FF6FAFC1101
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push

sub
lea
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov

rbp

rsp, 96h

rbp, [rsp+86h]

rax, 32334C454E52454Bh
[rbp+10h+var_D], rax
[rbp+10h+var_5], 6C6C642Eh
[rbp+1@h+var_1], ©

rax, 7262694C64616F4Ch
[rbp+1@h+var_1A], rax
[rbp+10@h+var_12], 41797261h
[rbp+1@h+var_E], ©

rax, 41636F7250746547h
[rbp+10h+var_29], rax
[rbp+10h+var_21], 65726464h
[rbp+10h+var_1D], 7373h
[rbp+1@h+var_1B], ©
[rbp+10@h+var_38], rcx

al, byte ptr [rbp+10h+var_D]
[rbp+1@h+var_45], al

al, byte ptr [rbp+l1@h+var_D+1]
[rbp+10h+var_44], al

al, byte ptr [rbp+1@h+var_D+2]

Tijme @ OrangeCon

I |h-memory: original (left) vs metamorphicated (right)

:00007FF6D5471000
:00007FF6D5471001
:00007FF6D5471003
:00007FF6D5471005
:00007FF6D5471006
:00007FF6D5471007
:00007FF6D5471009
:00007FF6D547100B
:00007FF6D547100F
:00007FF6D5471014
:00007FF6D547101E
:00007FF6D5471028
:00007FF6D547102B
:00007FF6D547102F
:00007FF6D5471032
:00007FF6D5471036
:00007FF6D547103A
:00007FF6D547103E
:00007FF6D5471041
:00007FF6D5471046
:00007FF6D547104A
:00007FF6D547104D

push
push
push
push
push
push
push
sub
lea
mov
mov
xor
mov
mov
mov
sub
lea
mov
call
lea
mov
call

rbp

rig

ri2

rdi

rsi

ris

ri3

rsp, 60h

rbp, [rsp+60h]

ri3, 1246845D81FC9ES55h
rax, 773EE173E290FF36h
rax, ri3
[rbp+30h+var_39], rax
r9b, 2Fh ; '/’
[rbp+30h+var_31], 2Fh ; '/'
[rbp+30h+var_31], rSb
r9, [rbp+30h+var_60]
rex, r9
sub_7FF6D54710E0

ri2, [rbp+30h+var_60]
FEx, ri2
sub_7FF6D5471330
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But...

Does it now properly bypass
in-memory detections?
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Evasion

Automatic Yara rule generator

000 [0 ) GitHub- Neo23x0fyarGen:yart x

By Florian Roth

< O M (E] https://github.com/Neo23x0/yarGen

H Neo23x0 [yarGen (Public

requirements.txt

7 O

varCan mu

<> Code (%) Issues M 11 Pullrequests 8 (® Actions

[ Projects [0 wiki () Security |~ Insights

¥ master ~ £ 1Branch © 14 Tags Q Gotofile

9 Neo23x0 Merge pull request #54 from ShobhitMishra-bot/patch-1 @ c16faff - 4 months ago
B 3rdparty v0.18.0

B screens v0.14.2

B tools Cleanup

[ .gitignore Update .gitignore

[ LICENSE License

[ README.md v0.24.0 - Al output support

prepare-release.sh chore: prepare release script

replace pefile with lief & add support of opcode extractio...

fiv_inualid_acrana_canuanaca

O 206 Commits

8 years ago
10 years ago
10 years ago

2 years ago
11 years ago

2 years ago

b years ago

2 years ago

A manthe ann

[\ Notifications %9 Fork 296

About
yarGen is a generator for YARA rules

python malware malwareanalysis
malware-analysis malware-research

yara

Readme
View license
Activity

1.7k stars
90 watching
296 forks

€ 0 % <+ & B

Report repository

Releases 7

¢ star 1.7k

D
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Evasion

Automatic Yara rule generator

coe®o

FOLDERS

yarGen

<>

T=

/*
O

.dbs

3rdparty

dbs

dropzone
screens

tools

.gitignore
LICENSE
prepare-release.sh
README.md
requirements.txt
yarGen.py
yargen_rules.yar

] Line 15, Column 2

September 5, 2025

voNoUAWNEL ¥

B yargen_rules.yar — yarGen

yargen_rules.yar ®

rule beacon_win_amd64 {

meta:

description = "memsamples — file memsample-beacon-win-amd64-1.exe"

author = "Tijme Gommers"

1 R
Sample used to generate signature

reference = "https://github.com/Neo23x0/yarGen"

date = "2025-08-19"

hashl = "5dd006e88b691ba22d6b4507ac9036e3aaaa8efblf13552590709521a7d46b74"

st
$op@ = { 55 41 57 57 41 54 41 55 48 83 ec 70 48 8d 6¢c 24 }
$opl = { 4c 8d 45 c@ 4c 89 cl1 e8 fe 02 00 00 8a 4d ef 88 }
$op2 = { 55 57 53 41 55 56 41 56 41 57 41 54 48 81 ec 98 }

conaLcion.

uint16(@) == @x5ad4d and filesize < 20KB and

all of ($opx)

Tijme @ OrangeCon

Spaces: 3

Plain Text
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Evasion

00 ® i1 -zsh

Automatic Yara rule generator

[09:17:22] ~/D/yarGen »») yara -c -r yargen_rules.yar ~/Downloads/memsample-beacon-win-amd64-1.exe
1

[09:17:24] ~/D/yarGen »») yara -c -r yargen_rules.yar ~/Downloadsy/memsample-beacon-win-amd64-2.exe
@ (undetected)
[09:17:26] ~/D/yarGen »»» yara -c -r yargen_rules.yar ~/Downloadsf/memsample-beacon-win-amd64-3.exe o
@ (undetected) :Q]: Sample used to generate signature (DETECTED)
[09:17:28] ~/D/yarGen »») yara -c -r yargen_rules.yar ~/Downloadsy/memsample-beacon-win-amd64-4.exe
@ (undetected)
[09:17:31] ~/D/yarGen »») yara -c -r yargen_rules.yar ~/Downloadsy/memsample-beacon-win-amd64-5.exe
@ (undetected)
[09:17:34] ~/D/yarGen »») yara -c -r yargen_rules.yar ~/Downloadsymemsample-beacon-win-amdé4-6.exe
@ (undetected)

[09:17:34] ~/D/yarGen 3> |]

Q Samples 2 ... 6 (undetected)

Dittobytes compiled all samples based on the same code.

September 5, 2025 Tijme @ OrangeCon



Evasion

Automatic Yara rule generator

coee

FOLDERS

yarGen

<>

T=

/
0

.dbs

3rdparty

dbs

dropzone
screens

tools

.gitignore
LICENSE
prepare-release.sh
README.md
requirements.txt
yarGen.py
yargen_rules.yar

] Line 15, Column 2

September 5, 2025

voNoUAWNEL ¥

yargen_rules.yar °

B yargen_rules.yar — yarGen
i | A
rule beacon_win_amd64 { [ Sample used to generate signature ]
meta:
description = "memsamples - file memsample-beacon-win-amd64-1.exe"
author = "Tijme Gommers"
reference = "https://github.com/Neo23x@/yarGen"
date = '"2025-08-19"
hashl = "5dd@06e88b691ba22d6b4507ac9036e3aaaa8efbl113552590709521a7d46b74"
strmings:
$op@ = { 55 41 57 57 41 54 41 55 48 83 ec 70 48 8d 6c 24 }

rbp
ri5
rdi

54 ril2

55 ri3

83 EC 70 rsp, 7©h

8D 6C 24 70 rbp, [rsp+76h]

Spaces: 3

Tijme @ OrangeCon
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0OEO7FF7D4581000
0OPO7FF7D4581001
0OEO7FF7D4581003
00EO7FF7D4581005
0OOO7FF7D4581007
00OO7FF7D4581008
00007FF7D458100A
0OOO7FF7D458100E
00PO7FF7D4581013
00EO7FF7D458101D
0OOO7FF7D4581027
00OO7FF7D458102A
00EO7FF7D458102E
00007FF7D4581030
00EO7FF7D4581034
00EO7FF7D4581037
00EO7FF7D458103B
00EO7FF7D458103E
0OEO7FF7D4581043
00007FF7D4581047
00OO7FF7D458104A
00OO7FF7D458104F

September 5, 2025

push
push
push
push
push
push
sub
lea
mov
mov
xor
mov
mov
mov
xor
lea
mov
call
lea
mov
call
mov

rbp

ri3

ris

rig

rbx

riz

rsp, 68h

rbp, [rsp+60h]

ri4, OFD1EE24A962E9956h
rdx, 98668764F542F835h
rdx, ri4
[rbp+30h+var_31], rdx
¢l h6h; V!
[rbp+30h+var_29], 56h ; 'V'
[rbp+30h+var_29], cl
ri5, [rbp+30h+var_58]

rcx, B8
sub_7FF7D45810EQ

ri3, [rbp+3@h+var_58]
rcx, B8
sub_7FF7D4581340

riib, byte ptr [rbp+3@h+var_31]

Tijme’s Signature Generator

Tijme @ OrangeCon

:00007FF6D5471000
:00007FF6D5471001
:00007FF6D5471003
:00007FF6D5471005
:00007FF6D5471006
:00007FF6D5471007
:00007FF6D5471009
:00007FF6D547100B
:00007FF6D547100F
:00007FF6D5471014
:00007FF6D547101E
:00007FF6D5471028
:00007FF6D547102B
:00007FF6D547102F
:00007FF6D5471032
:00007FF6D5471036
:00007FF6D547103A
:00007FF6D547103E
:00007FF6D5471041
:00007FF6D5471046
:00007FF6D547104A
:00007FF6D547104D

push
push
push
push
push
push
push
sub
lea
mov
mov
xor
mov
mov
mov
sub
lea
mov
call
lea
mov
call

rbp

ria

riz

rdi

rsi

ris

ri3

rsp, 60h

rbp, [rsp+60h]

ri3, 1246845D81FC9ES55h
rax, 773EE173E290FF36h
rax, ri3
[rbp+30h+var_39], rax
r9b, 2Fh ; '/
[rbp+30h+var_31], 2Fh ; '/'
[rbp+3@h+var_31], rSb
r9, [rbp+30@h+var_60]
rcx, B8
sub_7FF6D54710E0

ri2, [rbp+30h+var_60]
rcx, B2
sub_7FF6D5471330
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Q0 O (k2 -zsh

Tijme’s Signature Generator

[20:41:39] ~/Downloads »»» python3 sigmakeatron.py memsample-beacon-win-amd64-1.exe memsample-beacon-win-amd64-2.exe

[

Found 2 potential signatures:
- Byte sequence at offset 12 also found in other metamorphic sample:
48 81 ec e8 03 00 00 48 8d ac 24 80 00 00 00
- Byte sequence at offset 22830 also found in other metamorphic sample:

48 8b 85 00 04 00 00 4c

[20:41:39] ~/Downloads >3 N

—
Find similarities in two samples that are based on the same code.

September 5, 2025 Tijme @ OrangeCon
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00O i -zsh

Tijme’s Signature Generator

[09:48:29] ~/Downloads »)») yara -c -r sigmakeatron.yar ~/Downloads,memsample-beacon-win-amd64-1.exe

1

[09:48:31] ~/Downloads »)») yara -c -r sigmakeatron.yar ~/Downloads., memsample-beacon-win-amd64-2.exe

1 ) ) :g: Samples used to generate signature (DETECTED)
[09:48:32] ~/Downloads »») yara -c -r sigmakeatron.yar ~/Downloads/memsample-beacon-win-amd64-3.exe

@ (undetected)

[09:48:34] ~/Downloads »)») yara -c -r sigmakeatron.yar ~/Downloads, memsample-beacon-win-amd64-4.exe

1

[09:48:36] ~/Downloads »)») yara -c -r sigmakeatron.yar ~/Downloads/memsample-beacon-win-amd64-5.exe -
@ (undetected) . ) :g: Another metamorphic sample is also DETECTI).
[09:48:38] ~/Downloads »)») yara -c -r sigmakeatron.yar ~/Downloads/memsample-beacon-win-amd64-6.exe

@ (undetected)
[09:48:38] ~/Downloads »») I

Dittobytes compiled all samples based on the same code.
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00 k2 -zsh

Tijme’s Signature Generator

[20:41:39] ~/Downloads »)») python3 sigmakeatron.py memsample-beacon-win-amd64-1.exe memsample-beacon-win-amd64-2.exe
Found 2 potential signatures:
- Byte sequence at offset 12 also found in other metamorphic sample:
48 81 ec e8 03 00 00 48 8d ac 24 80 00 00 00
- Byte sequence at offset 22830 also found in other metamorphic sample:
48 8b 85 00 04 00 00 4c

[

[20:41:39] ~/Downloads > B

48 81 EC E8 03 00 00 rsp, 3E8h
48 8D AC 24 80 00 00 00 rbp, [rsp+86h]

48 8B 85 00 04 00 00 rax, [rbp+460h]
4C 8B 58 50 r11, [rax+50h]

[ Dittobytes compiled all samples based on the same code.]

September 5, 2025 Tijme @ OrangeCon
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000 @ Google Tl - Search - p:0 type:e X =

Tijme’s Signature Generator

& @) G ) https://www.virustotal.com/gui/search/p%253A0%2520type%253Aexecutable%25205%253A100%252B%2520tag%253Asigned%...
@ Q  p:0type:executable s:100+ tag:signed content:{48 81 ec e8 03 00 00 48} Smart search 3= ‘
» Q D Seen in the lasf month 1h727~d6000hE2774A88A~AabhAaaa
@ 1/100 0/72 2025-06-29
Search for all executables that: 01:01:43
@ « Havea valid code signature.
S * Have been submitted 100+ times.
2 *  Are not marked as malicious. 1025.06.25
«  Contain the specific byte sequence. ® 1/100 0/53 14_;9.45
PR s P ey .
o8
e cc550dff570e0b7a8fc36e7146..
2025-07-01
= Logitech G HUB - 1/100 0/69
o [] © @ QO Logitec @1/ / 16:18:44
peexe signed overlay ...
O]
5121084f0561cadc856bd2350e..
D 3 . 2025-07-01
[ © & © officeClickToRun.exe - ) 0/100 0/73
' O 21:09:47
peexe  signed ...
b @ 4be79c358bff313f206b29fd2a..
. . 2025-07-02
—_— () ©@ O c:\Program Files\WizTr.. - () 1/100 0/73 015393
y peexe signed overlay  64bits o

September 5, 2025 Tijme @ OrangeCon

B A v ) ke @ & | "%

P N

=

[ @ | Tijme Gommers l

2025-08-10 ﬁ
13K

14:00:16
11.78 MB
2025-08-08 Q J‘
300
02:16:40
32.08 MB
2025-08-11 Ca
26K
17:03:49
66.20 MB
2025-08-11 ah
100 \ | /
16:07:47
12.44 MB

2025-08-11 2
243

12:05:04
10.34 MB @
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00 @ Google Tl - Search - p:0 type:e X @ Google Tl - File - 5121084056 X +

Tijme’s Signature Generator

< O m ) https://www.virustotal.com/gui/file/5121084f0561cadc856bd2350e04f5eb155d37f71cbaaf4ec9e3aadb7d002319/details B A Y G e A_l::*
@ Q  5121084f0561cadc856bd2350e04f5eb155d37f71chaaf4ec9e3aadb7d002319 Smart search 3= ‘ N D @ | Tijme Gommers l
el Signers

_— — Microsoft Corporation

» <8 Name Microsoft Corporation
S Status Valid
B Issuer Microsoft Windows Code Signing PCA 2024
Valid From 06:08 PM 04/17/2025
Valid To 06:08 PM 04/15/2026
o8 Valid Usage Code Signing, 1.3.6.1.4.1.311.61.6.1,1.3.6.1.4.311.76.22.6.1
B Algorithm sha384RSA
- Thumbprint 883B405B08B7039DEECA731F53EB236E3CF198A3
= Serial Number 330000005453 E567 39 FB6E 57 BB 00 00 00 00 00 54
® + Microsoft Windows Code Signing PCA 2024
+ Microsoft Root Certificate Authority 2010
e
Counter Signers
N + Microsoft Time-Stamp Service OfﬁceCl iCkTORun_exe
+ Microsoft Time-Stamp PCA 2010
» + Microsoft Root Certificate Authority 2010 @
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000 @ Google Tl - Search - p:0 type:e X @ Google Tl - File - 0b7c0f0bebb X +

Tijme’s Signature Generator

< O m ) https://www.virustotal.com/gui/file/Ob7c0fObebb593ecfd4a2486454b41bb89aaf323ac8ed91c528107356f2d6442/details B A Y e @ 03 A_l{lf
@ Q_ 0b7c0f0bebb593ecfd4a2486454b41bb89aaf323ac8ed91c528107356f2d6442 Smart search 3= ‘ N D @ | Tijme Gommers l
ra Signers
— Rockstar Games, Inc.
@
Name Rockstar Games, Inc.
Status Valid
B Issuer DigiCert Trusted G4 Code Signing RSA4096 SHA384 2021 CAl
Valid From 12:00 AM 01/18/2023
asn Valid To 11:59 PM 01/20/2026
& Valid Usage Code Signing
e Algorithm sha256RSA
o Thumbprint 565932392989B3616F2968E1B1D6F974561B1F32
Serial Number 0D 88 CO 8F 56 6D 2B 1F 0C 194D B1 F8 CA C9 A9
® + DigiCert Trusted G4 Code Signing RSA4096 SHA384 2021 CA1
_ + DigiCert Trusted Root G4
e + DigiCert
r @ Counter Signers
—— + DigiCert Timestamp 2024 Rockstar-Games-Launcher.e xe @
e + DigiCert Trusted G4 RSA4096 SHA256 TimeStamping CA

September 5, 2025 Tijme @ OrangeCon 60



‘So how do we detect it?

Entropy-based detection

No, metamorphications do not
encrypt or compress (parts of)
the code/binary.

APIl-import detection

No, Dittobytes produces Position
Independent Code (PIC), which does
not use the import table.

September 5, 2025

RWX-memory detection

No, metamorphic malware does not
need to allocate writable and
executable memory regions.

APIl-call sequence detection

Detection possible if your
malware produces a suspicious
sequence of API-calls.

Tijme @ OrangeCon

Stack-based detection

No, stack-based strings/sequences
not present if you use existing string
encryption techniques.

Network traffic detection

Detection possible if your
malware produces a suspicious
network traffic pattern.




In Memory of
In-Memory Detection
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Thank you

Questions? I’'m around all day at OrangeCon!

All icons in this presentation are from Icons8.
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