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• Previously Red Teaming @ Northwave (Netherlands)

• Author of exploits & malwarez

• Socials username is @tijme
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https://github.com/tijme
https://www.linkedin.com/in/tijme/
https://x.com/tijme
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Talk outline

1. Polymorphic malware

Often found in malware antique stores

2. Metamorphic malware

Often seen on malware buzzword bingo cards

3. Dittobytes project

A true metamorphic cross-compiler

❖ Demo
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Packer
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packed.exe

#include <stdio.h>
#include <stdlib.h>

int main (int argc, char** argv) {
    printf(“Hello world”);

    WinExec(“whoami”);

    return 0;
}

Your original code



Packer
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packed.exe

#include <stdio.h>
#include <stdlib.h>

int main (int argc, char** argv) {
    printf(“Hello world”);

    WinExec(“whoami”);

    return 0;
}

Your original code

Encrypted
.text segment: Encrypted code
0x050 01001100100011100000110101011001010011011100111000011
0x060 00011011000100110010001100110001101010011000000110101
0x070 00110000001100000011011000110111011001010011001101100
0x080 10101100001011000010110011001100001001101000110001000
0x090 11001100110000001110010011011001100100001100100110000
0x100 10110011000110110001110010110010100111001001100000011
0x110 10010110000101100100001100100110001000110001001100110
0x120 01101100011000000110111011001000011100100110100001100
0x130 01001110000011000000110110011001100011011100110100001
0x140 10100011001100110011001100010001101100110000100110000
0x150 01100110011001100110010100110010011000100011010000110
0x160 01001100010001100000011010100110100001101110110010000
0x170 01101100011000000110111011001000011100100110100001100
0x180 1110000011100000111000011000110110001



Packer
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packed.exe

#include <stdio.h>
#include <stdlib.h>

int main (int argc, char** argv) {
    printf(“Hello world”);

    WinExec(“whoami”);

    return 0;
}

Your original code

Encrypted
.text segment: Encrypted code
0x050 01001100100011100000110101011001010011011100111000011
0x060 00011011000100110010001100110001101010011000000110101
0x070 00110000001100000011011000110111011001010011001101100
0x080 10101100001011000010110011001100001001101000110001000
0x090 11001100110000001110010011011001100100001100100110000
0x100 10110011000110110001110010110010100111001001100000011
0x110 10010110000101100100001100100110001000110001001100110
0x120 01101100011000000110111011001000011100100110100001100
0x130 01001110000011000000110110011001100011011100110100001
0x140 10100011001100110011001100010001101100110000100110000
0x150 01100110011001100110010100110010011000100011010000110
0x160 01001100010001100000011010100110100001101110110010000
0x170 01101100011000000110111011001000011100100110100001100
0x180 1110000011100000111000011000110110001

#include <stdio.h>
#include <stdlib.h>

int stub () {
    decrypt(lpEncryptedCode, lpKey);
    return lpEncryptedCode();
}

New stub by packer

Added

.text segment: Decryption stub
0x000 00110001100110011011001010011011100110110011000100011
0x010 00010110010000111001001101100011000001100100001110010
0x020 01100010011010100110001001110010110010100110100011000
0x030 01001110000110010100110110011000110011001100110010001
0x040 10011001110010011000100110001011000110010011000
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.text segment: Decryption stub
0x000 00110001100110011011001010011011100110110011000100011
0x010 00010110010000111001001101100011000001100100001110010
0x020 01100010011010100110001001110010110010100110100011000
0x030 01001110000110010100110110011000110011001100110010001
0x040 10011001110010011000100110001011000110010011000

.text segment: Encrypted code
0x050 01001100100011100000110101011001010011011100111000011
0x060 00011011000100110010001100110001101010011000000110101
0x070 00110000001100000011011000110111011001010011001101100
0x080 10101100001011000010110011001100001001101000110001000
0x090 11001100110000001110010011011001100100001100100110000
0x100 10110011000110110001110010110010100111001001100000011
0x110 10010110000101100100001100100110001000110001001100110
0x120 01101100011000000110111011001000011100100110100001100
0x130 01001110000011000000110110011001100011011100110100001
0x140 10100011001100110011001100010001101100110000100110000
0x150 01100110011001100110010100110010011000100011010000110
0x160 01001100010001100000011010100110100001101110110010000
0x170 01101100011000000110111011001000011100100110100001100
0x180 1110000011100000111000011000110110001

packed.exe

#include <stdio.h>
#include <stdlib.h>

int main (int argc, char** argv) {
    printf(“Hello world”);

    WinExec(“whoami”);

    return 0;
}

Your original code

Encrypted

#include <stdio.h>
#include <stdlib.h>

int stub () {
    decrypt(lpEncryptedCode, lpKey);
    return lpEncryptedCode();
}

New stub by packer

Added
1. Stub is first to be executed

2. Decrypts the original code

3. Jumps to the original code

4. Original code is executed



Polymorphic stub
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.text segment: Decryption stub
0x000 00110001100110011011001010011011100110110011000100011
0x010 00010110010000111001001101100011000001100100001110010
0x020 01100010011010100110001001110010110010100110100011000
0x030 01001110000110010100110110011000110011001100110010001
0x040 10011001110010011000100110001011000110010011000

.text segment: Encrypted code
0x050 01001100100011100000110101011001010011011100111000011
0x060 00011011000100110010001100110001101010011000000110101
0x070 00110000001100000011011000110111011001010011001101100
0x080 10101100001011000010110011001100001001101000110001000
0x090 11001100110000001110010011011001100100001100100110000
0x100 10110011000110110001110010110010100111001001100000011
0x110 10010110000101100100001100100110001000110001001100110
0x120 01101100011000000110111011001000011100100110100001100
0x130 01001110000011000000110110011001100011011100110100001
0x140 10100011001100110011001100010001101100110000100110000
0x150 01100110011001100110010100110010011000100011010000110
0x160 01001100010001100000011010100110100001101110110010000
0x170 01101100011000000110111011001000011100100110100001100
0x180 1110000011100000111000011000110110001

.text segment: Decryption stub
0x000 00110001100110011011001010011011100110110011000100011
0x010 00010110010000111001001101100011000001100100001110010
0x020 01100010011010100110001001110010110010100110100011000
0x030 01001110000110010100110110011000110011001100110010001
0x040 10011001110010011000100110001011000110010011000

.text segment: Encrypted code
0x050 01100011001110010001000101100000010100010000000100000
0x060 00100000001000000010000000100000001000000010000000100
0x070 00000100000001000000010000000100010011010110110010101
0x080 11100101011111011011110111000001110011001000100011101
0x090 00010000001011011000010100010000000100000001000000010
0x100 00000010000000100000001000000010000000100000001000000
0x110 01000000010000000100000001000000010000000100000001000
0x120 10011101100110010101110010011010010110011001111001001
0x130 00010000010100010000000100000001000000010000000100000
0x140 00100000001000000010000000100000001000000010000000100
0x150 00001011101001011000000101000100000001000000010000000
0x160 10000000100000001000000010000000100000001000000010000
0x170 00010000000100000001000100110101101101001011001000010
0x180 00100011101000100000001000100101000001110101011000100

In both examples, the stub is static (signatureable) each compilation.



Ultimate polymorphic form
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Ultimate polymorphic form
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.text segment: Decryption stub
0x000 01100101001110000011011000111000011001010110001001100
0x010 00010110010000111001001101100011000001100100001110010
0x020 01100010011010100110001001110010110010100110100011000
0x030 01001110000110010100110110011000110011001100110010001
0x040 10011001110010011000100110001011000110010011000

.text segment: Encrypted code
0x050 01001100100011100000110101011001010011011100111000011
0x060 00011011000100110010001100110001101010011000000110101
0x070 00110000001100000011011000110111011001010011001101100
0x080 10101100001011000010110011001100001001101000110001000
0x090 11001100110000001110010011011001100100001100100110000
0x100 10110011000110110001110010110010100111001001100000011
0x110 10010110000101100100001100100110001000110001001100110
0x120 01101100011000000110111011001000011100100110100001100
0x130 01001110000011000000110110011001100011011100110100001
0x140 10100011001100110011001100010001101100110000100110000
0x150 01100110011001100110010100110010011000100011010000110
0x160 01001100010001100000011010100110100001101110110010000
0x170 01101100011000000110111011001000011100100110100001100
0x180 1110000011100000111000011000110110001

Virus.exe

.text segment: Decryption stub
0x000 01100101011010100111110011110110011110111110001111011
0x010 10001110000011100111101111011011010010100111001110110
0x020 00011110001111001110010111101111111001001001001100110
0x030 00000111011001010101110001100110001001110001000001000
0x040 11100111110100100101101011010001010011011000011

.text segment: Encrypted code
0x050 00000100111011000010001110001001100100111001111110101
0x060 00001001010000010001011110110000001100110110110011011
0x070 00101000111111101110110101100011110101001011111101110
0x080 00010100011111111000111110001000100010010111010110000
0x090 00000001101101000110010110000010001001111110101000001
0x100 00110010101101101100011010110000111000100011100111101
0x110 00000100000011101110110000110010010011110101010110011
0x120 10011000010101100110111000100011111101001010000010111
0x130 10000110000010010110001111111111101100011100001001001
0x140 11011011000101010011101100101110100010110001010101111
0x150 11100111101001111010101110000101011101101011101011101
0x160 11011010101111111110010001101011001001001100001011001
0x170 10011110010001110110101011011110110001010011011110010
0x180 0100011011011010001101111100110111111

Malware.exe

.text segment: Decryption stub
0x000 10101110101011110001001101011011101110101001110010111
0x010 11011001101011101101101000101010010001011010101011101
0x020 00001100100011111000000011001001101000100000000110010
0x030 01011101110100100000001100101110110000101101001110100
0x040 01000011110010100111001100011000000011100111111

.text segment: Encrypted code
0x050 00010110010010110000001110001110111010111110100000010
0x060 11011001011010101101011010010011111010110010100010101
0x070 01101100010111101111001111100100111100000001011101011
0x080 10010111001111110111000000000111101011110101011111100
0x090 00110001100100101010001111101010100110001001111101100
0x100 01011100000001001100100100110110001101011011001011101
0x110 10010000010001010000010110100110111111110111100010011
0x120 00011101010011010110111001100010011111101110100011011
0x130 11100001010000110011010000010001001000101001110010111
0x140 10001001001110000111111000101101110101100101101000000
0x150 11100101010000011001100100110111011110101011111110011
0x160 00111010010011110011001001100101111110001010000100100
0x170 10001101001000001001100000110111111010000011011110111
0x180 0011110011010101011101111010110110010

InstallMe.exe

.text segment: Decryption stub
0x000 10101100110001100101010110010010000010000100011000111
0x010 01011110100000000001110101011010110001111101101111101
0x020 11100110110100011100000001101111000110010111010001001
0x030 11010100011010011001001000011010100101011110100111111
0x040 10000010101011100011010100010010010101110011111

.text segment: Encrypted code
0x050 11101100000000001001110101010000101100101110110001110
0x060 10001101100001100100111101101101011110110101001001011
0x070 01111111110111100010001101001001111111100110110110111
0x080 10010001010001111001000000111100010010111110111101000
0x090 00011001001101100100100011011101010011001101010000101
0x100 11011100100001010100111011101000010000100101011100100
0x110 00101001000101000110111011110111001000000101100110101
0x120 11000111011111001001111010111010011010111000001011001
0x130 01000010101111101000100010001011010011101110111011110
0x140 11100011101010111010001001101010010001110011111100111
0x150 10101011111011110001001001101110000111111110011100100
0x160 00110110010100010010000010011100011000110000010011010
0x170 00101001101111100011010010011011001011001000101001001
0x180 1110000100110110100110000011110001111

VeryLegit.exe

.text segment: Decryption stub
0x000 10010000110010010001100101111101000000001111111001011
0x010 01001010001001101001111011100000111001000011010000100
0x020 10101101000010010101110110010001111001010111001101111
0x030 01010000001011111111101110100000000011001011111010100
0x040 00001001110010110010101001110100001111011001111

.text segment: Encrypted code
0x050 11011111010000011111110100110000001111010100110001111
0x060 10111101110110001111000111101110100111010101100111001
0x070 01010001101011101000001000011101111101110110110001000
0x080 01000101110111101010111101111110000010011000111101000
0x090 01010011111101001110010111000110111101000100000101100
0x100 10110010110101010010111011110111010011111100111001110
0x110 00011010000110111110110110000101100001010110101011011
0x120 10111111000001011001110100111101110110000010100111101
0x130 00110111110111011101111001100000010101100101111011111
0x140 11100000110101011001101101010010001100000011100100001
0x150 10001111101010101101101010101000101011110011010000011
0x160 00010011000101101100110101101101101011111010111001110
0x170 11111101011010101101010101111000100001000101100111111
0x180 1100001010000110001000100111101010000

NotMalware.exe

.text segment: Decryption stub
0x000 11111100100110000110100011111110001000001101011001001
0x010 00010010101010001010101001101010100001001000111001100
0x020 00000001111110001011000101110000010010111111011111010
0x030 10100111111110111001110110011001001101111111001111111
0x040 10110010001101001111011100111000111010101010100

.text segment: Encrypted code
0x050 00001000101110101010100111101111001111110011000110010
0x060 01010110110001101011100011000000111010010110011111010
0x070 00000111101011010011100111100100010001011000010101110
0x080 11111110011011111101110110111111111111110101000101010
0x090 11111010110111011100111011000000011001111100110111001
0x100 11011101111010110001111011100001110101001011010000101
0x110 10111000111100110111011010011010001011011010100110000
0x120 10111111001100111000111001110001101000101001100100100
0x130 01010100100011110110101010111000000000011110100001100
0x140 10100110001100100001000100010000110000100111001101001
0x150 00010101001001110111101011110110001111100101011010010
0x160 11010001000101100100001001000110101001000110101100000
0x170 00011010110011001010100000100110000101001101010001000
0x180 0011001110000001111101100001110101101

Undetected.exe

.text segment: Decryption stub
0x000 00010010110000111100001010101011110111101101000001011
0x010 01011001000100001010010011111110111101000001110001111
0x020 01001111101100110011010000000100100101111000111111001
0x030 01100110000110000001010000010001001101001000110110110
0x040 00010011010100110011011011110010000100010100100

.text segment: Encrypted code
0x050 00101111010010001100010100100010011111011101101010011
0x060 01110101101011011001100000000000110111101001001100011
0x070 11100100011011101100100101110100000101110011011100011
0x080 10110101010000101101000100000010011011001010111100011
0x090 01011110001101100001000000000011110100110000000001110
0x100 10011011100010110001000001101001000111101010001011011
0x110 11110000110001001011010000001101011101010000110000010
0x120 10111100001001000100011011110010010100000010110011100
0x130 10100111111001000000001111111100111110100011110010001
0x140 01000101111000110000110000010000110110000011010001010
0x150 11010110100010010001011100101110110100111011110100010
0x160 11111000011001100001001111100001101011110000111010001
0x170 10001010100110010111100100101000010100101111000011110
0x180 1110010011011110010001000010010011111

ClickMe.exe

.text segment: Decryption stub
0x000 11001110101101001010101000111011111001110000111110110
0x010 11011010111001101111010010001100111011100010110010101
0x020 11010000000100010011100100010011111101000111111000010
0x030 11100101100110000011000000011110101100000111100001100
0x040 00100011001101000100010101110011100000110001101

.text segment: Encrypted code
0x050 00011011101000111011001111100011100010101101001100111
0x060 10101010110110001000001011110100010110111110110101100
0x070 00011011011101011100110110111111010101001010101110101
0x080 11110011000110011000000111000001100010110010110111111
0x090 11110100101000110000011111011110111010111100100001111
0x100 01001101011010001110111000011110011110011101111111100
0x110 10001110010000001111100100111111111001000011011100001
0x120 00101011111010100101010010110101100101000000110011101
0x130 01001011110110000011000111100101001101011001010010110
0x140 10111011110010110110000010101000110011111110111001101
0x150 00101101111101000110110000100000010110010111000011111
0x160 00001010111111111100101000110101011010100110110101000
0x170 11100001000000001100000011111011110110001111010110101
0x180 0011000001110111111110011011101000110

SteamGift.exe

.text segment: Decryption stub
0x000 11001110101101001010101000111011111001110000111110110
0x010 11011010111001101111010010001100111011100010110010101
0x020 11010000000100010011100100010011111101000111111000010
0x030 11100101100110000011000000011110101100000111100001100
0x040 00100011001101000100010101110011100000110001101

.text segment: Encrypted code
0x050 00011011101000111011001111100011100010101101001100111
0x060 10101010110110001000001011110100010110111110110101100
0x070 00011011011101011100110110111111010101001010101110101
0x080 11110011000110011000000111000001100010110010110111111
0x090 11110100101000110000011111011110111010111100100001111
0x100 01001101011010001110111000011110011110011101111111100
0x110 10001110010000001111100100111111111001000011011100001
0x120 00101011111010100101010010110101100101000000110011101
0x130 01001011110110000011000111100101001101011001010010110
0x140 10111011110010110110000010101000110011111110111001101
0x150 00101101111101000110110000100000010110010111000011111
0x160 00001010111111111100101000110101011010100110110101000
0x170 11100001000000001100000011111011110110001111010110101
0x180 0011000001110111111110011011101000110

Test.exe

.text segment: Decryption stub
0x000 11001110101101001010101000111011111001110000111110110
0x010 11011010111001101111010010001100111011100010110010101
0x020 11010000000100010011100100010011111101000111111000010
0x030 11100101100110000011000000011110101100000111100001100
0x040 00100011001101000100010101110011100000110001101

.text segment: Encrypted code
0x050 00011011101000111011001111100011100010101101001100111
0x060 10101010110110001000001011110100010110111110110101100
0x070 00011011011101011100110110111111010101001010101110101
0x080 11110011000110011000000111000001100010110010110111111
0x090 11110100101000110000011111011110111010111100100001111
0x100 01001101011010001110111000011110011110011101111111100
0x110 10001110010000001111100100111111111001000011011100001
0x120 00101011111010100101010010110101100101000000110011101
0x130 01001011110110000011000111100101001101011001010010110
0x140 10111011110010110110000010101000110011111110111001101
0x150 00101101111101000110110000100000010110010111000011111
0x160 00001010111111111100101000110101011010100110110101000
0x170 11100001000000001100000011111011110110001111010110101
0x180 0011000001110111111110011011101000110

WhatElse.exe

.text segment: Decryption stub
0x000 11001110101101001010101000111011111001110000111110110
0x010 11011010111001101111010010001100111011100010110010101
0x020 11010000000100010011100100010011111101000111111000010
0x030 11100101100110000011000000011110101100000111100001100
0x040 00100011001101000100010101110011100000110001101

.text segment: Encrypted code
0x050 00011011101000111011001111100011100010101101001100111
0x060 10101010110110001000001011110100010110111110110101100
0x070 00011011011101011100110110111111010101001010101110101
0x080 11110011000110011000000111000001100010110010110111111
0x090 11110100101000110000011111011110111010111100100001111
0x100 01001101011010001110111000011110011110011101111111100
0x110 10001110010000001111100100111111111001000011011100001
0x120 00101011111010100101010010110101100101000000110011101
0x130 01001011110110000011000111100101001101011001010010110
0x140 10111011110010110110000010101000110011111110111001101
0x150 00101101111101000110110000100000010110010111000011111
0x160 00001010111111111100101000110101011010100110110101000
0x170 11100001000000001100000011111011110110001111010110101
0x180 0011000001110111111110011011101000110

WhatElse.exe

.text segment: Decryption stub
0x000 11001110101101001010101000111011111001110000111110110
0x010 11011010111001101111010010001100111011100010110010101
0x020 11010000000100010011100100010011111101000111111000010
0x030 11100101100110000011000000011110101100000111100001100
0x040 00100011001101000100010101110011100000110001101

.text segment: Encrypted code
0x050 00011011101000111011001111100011100010101101001100111
0x060 10101010110110001000001011110100010110111110110101100
0x070 00011011011101011100110110111111010101001010101110101
0x080 11110011000110011000000111000001100010110010110111111
0x090 11110100101000110000011111011110111010111100100001111
0x100 01001101011010001110111000011110011110011101111111100
0x110 10001110010000001111100100111111111001000011011100001
0x120 00101011111010100101010010110101100101000000110011101
0x130 01001011110110000011000111100101001101011001010010110
0x140 10111011110010110110000010101000110011111110111001101
0x150 00101101111101000110110000100000010110010111000011111
0x160 00001010111111111100101000110101011010100110110101000
0x170 11100001000000001100000011111011110110001111010110101
0x180 0011000001110111111110011011101000110

WhatElse.exe
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On-disk vs in-memory
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.text segment: Decryption stub (random)
0x000 00110001100110011011001010011011100110110011000100011
0x010 00010110010000111001001101100011000001100100001110010
0x020 01100010011010100110001001110010110010100110100011000
0x030 01001110000110010100110110011000110011001100110010001
0x040 10011001110010011000100110001011000110010011000

.text segment: Encrypted code (random)
0x050 01001100100011100000110101011001010011011100111000011
0x060 00011011000100110010001100110001101010011000000110101
0x070 00110000001100000011011000110111011001010011001101100
0x080 10101100001011000010110011001100001001101000110001000
0x090 11001100110000001110010011011001100100001100100110000
0x100 10110011000110110001110010110010100111001001100000011
0x110 10010110000101100100001100100110001000110001001100110
0x120 01101100011000000110111011001000011100100110100001100
0x130 01001110000011000000110110011001100011011100110100001
0x140 10100011001100110011001100010001101100110000100110000
0x150 01100110011001100110010100110010011000100011010000110
0x160 01001100010001100000011010100110100001101110110010000
0x170 01101100011000000110111011001000011100100110100001100
0x180 1110000011100000111000011000110110001

packed.exe (on disk)

.text segment: Decryption stub (random)
0x000 00110001100110011011001010011011100110110011000100011
0x010 00010110010000111001001101100011000001100100001110010
0x020 01100010011010100110001001110010110010100110100011000
0x030 01001110000110010100110110011000110011001100110010001
0x040 10011001110010011000100110001011000110010011000

.text segment: Decrypted code (running)
0x050 010011001000111000001011 push rbp
0x060 000110110001001100100011 mov rbp, rsp
0x070 001100000011000000110110 mov DWORD PTR [rbp-0xC],0x1
0x080 101011000010110000101100 mov DWORD PTR [rbp-0x8],0x2
0x090 110011001100000011100100 mov eax, DWORD PTR [rbp-0xC]
0x100 101100110001101100011100 cdq
0x110 100101100001011001000011 idiv DWORD PTR [rbp-0x8]
0x120 011011000110000001101111 mov DWORD PTR [rbp-0x4], eax
0x130 010011100000110000001101 mov r15, [r11] # Hello
0x140 101000110011001100110011 mov r14, [r11+0x40] # World
0x150 011001100110011001100101 mov r13, [r11+0x50] # !
0x160 010011000100011000000110 mov eax, 0x0
0x170 011011000110000001101110 pop rbp
0x180 111000001110000011100001 ret

packed.exe (in memory)



Sleep mask
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packed.exe Decrypt 

C2 beacon

Encrypt 

C2 beacon

Run malicious 

command(s)

Sleep for 

a while

C2 beacon mostly decrypted in-memory



Local Cloud

Detection stages

September 5, 2025 Tijme @ OrangeCon 21

Machine Learning 

Detection Stage

On-Disk Signature 

Detection Stage

Local Emulator 

Detection Stage

Cloud Sandbox 

Detection Stage

Behavioural 

Detection Stage

In-Memory Signature 

Detection Stage



Talk outline

1. Polymorphic malware

Often found in malware antique stores

2. Metamorphic malware

Often seen on malware buzzword bingo cards

3. Dittobytes project

A true metamorphic cross-compiler

❖ Demo

September 5, 2025 Tijme @ OrangeCon 22



Metamorphic malware
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int test_function(int arg1) {

int result;

if (arg1 == 0xA) {
result = 0x0A;
result = result - 0x05;

} else {
result = 0x05;

}

return result;

}

Code

Results in exact same assembly, 

every time you compile it.

Disassembly

push r15
push r12
xor eax, eax
mov ecx, [rbp+var_a]
cmp eax, ecx
jne short 0x0A

mov eax, 0x0A
sub eax, 0x05

mov eax, 0x05
nop

pop r12
pop r15
ret



Metamorphic malware
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Disassembly

push r15
push r12
xor eax, eax
mov ecx, [rbp+var_a]
cmp eax, ecx
jne short 0x0A

mov eax, 0x0A
sub eax, 0x05

mov eax, 0x05
nop

pop r12
pop r15
ret

Results in exact same assembly, 

every time you compile it.

Results in different assembly, 

every time you compile it.

Metamorphicated (sample 1)

push r15
push r12
mov eax, 0
mov edx, [rbp+var_b]
cmp eax, edx
jne short 0x0A

mov eax, 0x04
inc eax

mov eax, 0x0A
xor eax, 0x0F

pop r12
pop r15
ret



Metamorphic malware
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Disassembly

push r15
push r12
xor eax, eax
mov ecx, [rbp+var_a]
cmp eax, ecx
jne short 0x0A

mov eax, 0x0A
sub eax, 0x05

mov eax, 0x05
nop

pop r12
pop r15
ret

Results in different assembly, 

every time you compile it.

Metamorphicated (sample 1)

push r15
push r12
mov eax, 0
mov edx, [rbp+var_b]
cmp eax, edx
jne short 0x0A

mov eax, 0x04
inc eax

mov eax, 0x0A
xor eax, 0x0F

pop r12
pop r15
ret



Metamorphic malware
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Disassembly

push r15
push r12
xor eax, eax
mov ecx, [rbp+var_a]
cmp eax, ecx
jne short 0x0A

mov eax, 0x0A
sub eax, 0x05

mov eax, 0x05
nop

pop r12
pop r15
ret

Results in different assembly, 

every time you compile it.

Metamorphicated (sample 2) 

push r15
push r12
mov eax, 0
mov edx, [rbp+var_b]
cmp eax, edx
jne short 0x0A

mov eax, 0x0A
xor eax, 0x0F

pop r9
push r9
mov rdi, 0x11
sub rdi, eax
shr rdi, 0x01
jmp short 0xB



Metamorphic malware
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Metamorphic malware
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Post-compile metamorphications
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Hacker

malware.exe

Compiles

Code

Develops

m
etamorphic-engine.py

metamorphic-

malware-1.exe

metamorphic-

malware-2.exe

metamorphic-

malware-3.exe
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malware.exe (original)

// Syscall ‘print’ reference
0x0000 mov rax, 1
// Write to ‘stdout’
0x0004 mov rdi, 1
// Reference to the bytes to print
0x0008 lea rsi, [rip+0x0]
// Amount of bytes to print
0x000E mov rdx, 
// Call the ‘print’ function and print H1À
0x0012 syscall
// The three bytes (inlined) (ascii: H1À)
0x0014 0x48, 0x31, 0xC0

malware.exe (metamorphicated)

// Syscall ‘print’ reference
0x0000 mov rax, 1
// Write to ‘stdout’
0x0004 mov rdi, 1
// Reference to the bytes to print
0x0008 lea rsi, [rip+0x0]
// Amount of bytes to print
0x000E mov rdx, 
// Call the ‘print’ function and print H1À
0x0012 syscall
// The three bytes (inlined) (ascii: H1À)
0x0014 xor rax, rax

cmd.exe

tijme@vm $ .\malware.exe
H1À 



Post-compile metamorphications
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malware.exe (original)

// Syscall ‘print’ reference
0x0000 mov rax, 1
// Write to ‘stdout’
0x0004 mov rdi, 1
// Reference to the bytes to print
0x0008 lea rsi, [rip+0x0]
// Amount of bytes to print
0x000E mov rdx, 
// Call the ‘print’ function and print H1À
0x0012 syscall
// The three bytes (inlined) (ascii: H1À)
0x0014 0x48, 0x31, 0xC0

malware.exe (metamorphicated)

// Syscall ‘print’ reference
0x0000 mov rax, 1
// Write to ‘stdout’
0x0004 mov rdi, 1
// Reference to the bytes to print
0x0008 lea rsi, [rip+0x0]
// Amount of bytes to print
0x000E mov rdx, 
// Call the ‘print’ function and print H1À
0x0012 syscall
// The three bytes (inlined) (metamorphicated)
0x0014 mov rax, 0

cmd.exe

tijme@vm $ .\malware.exe
H1À 

cmd.exe

tijme@vm $ .\malware.exe
HÇÀ 



And this is why…
We need pre-compile metamorphic engines!
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Pre-compile metamorphications
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Hacker

Code

Develops

Compile directly with

metamorphic engine

metamorphic-

malware-1.exe

metamorphic-

malware-2.exe

metamorphic-

malware-3.exe



Talk outline

1. Polymorphic malware

Often found in malware antique stores

2. Metamorphic malware

Often seen on malware buzzword bingo cards

3. Dittobytes project

A true metamorphic cross-compiler

❖ Demo
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Dittobytes
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Hacker

File A

C code

File B

C++ code

Malware 

Project
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Dittobytes
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Dittobytes

Clang + LLVM

MachineFunction 

Pass Plugin

Function 

Pass Plugin

Make C(++) code 

Position Independent

Perform 

metamorphications



Dittobytes
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Hacker

File A

C code

File B

C++ code

Malware 

Project

Dittobytes

Clang + LLVM

MachineFunction 

Pass Plugin

Function 

Pass Plugin

Make C(++) code 

Position Independent

Perform 

metamorphications

Outputs

Linux ELFMacOS Mach-O Windows PE

ARM64 & AMD64 ARM64 & AMD64 ARM64 & AMD64

RAW, EXE & BOF RAW, EXE & BOF RAW, EXE & BOF

RAW, EXE & BOF RAW, EXE & BOF RAW, EXE & BOF



Dittobytes GitHub project

Dittobytes
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Creating the Dittobytes build env (Docker)

Dittobytes
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Apple M3 Pro:

20 minutes

X64 laptop:

2,5 hours

docker buildx build -t dittobytes .



Example code to compile with Dittobytes

Dittobytes
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Example code to compile with Dittobytes

Dittobytes
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Building the example code using Dittobytes

Dittobytes
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Building the example code using Dittobytes

Dittobytes
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Running the example code using Dittobytes

Dittobytes
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Dittobytes
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On-disk: original (left) vs metamorphicated (right)



Dittobytes
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On-disk: original (left) vs metamorphicated (right)



In-memory: original (left) vs metamorphicated (right)

Dittobytes
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In-memory: original (left) vs metamorphicated (right)

Dittobytes
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But…
Does it now properly bypass

in-memory detections?
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Automatic Yara rule generator

Evasion
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By Florian Roth



Evasion
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Automatic Yara rule generator

Sample used to generate signature



Evasion
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Automatic Yara rule generator

Sample used to generate signature (DETECTED)

Samples 2 ... 6 (undetected)

Dittobytes compiled all samples based on the same code.



Evasion
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Automatic Yara rule generator

Sample used to generate signature



Evasion
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Tijme’s Signature Generator



Evasion
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Tijme’s Signature Generator

Find similarities in two samples that are based on the same code.



Evasion
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Undetected

Tijme’s Signature Generator

Shouldn’t this show it worked?

Dittobytes compiled all samples based on the same code.

Samples used to generate signature (DETECTED)

Another metamorphic  sample is also DETECTED.



Evasion
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Tijme’s Signature Generator

Dittobytes compiled all samples based on the same code.



Evasion
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Tijme’s Signature Generator

Search for all executables that:

• Have a valid code signature.

• Have been submitted 100+ times.

• Are not marked as malicious.

• Contain the specific byte sequence.



Evasion
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Tijme’s Signature Generator

OfficeClickToRun.exe



Evasion
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Tijme’s Signature Generator

Rockstar-Games-Launcher.exe



So how do we detect it?
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No, metamorphications do not 

encrypt or compress (parts of) 

the code/binary.

Entropy-based detection

No, metamorphic malware does not 

need to allocate writable and 

executable memory regions.

RWX-memory detection

No, stack-based strings/sequences 

not present if you use existing string 

encryption techniques.

Stack-based detection

No, Dittobytes produces Position 

Independent Code (PIC), which does 

not use the import table.

API-import detection

Detection possible if your 

malware produces a suspicious 

sequence of API-calls.

API-call sequence detection

Detection possible if your 

malware produces a suspicious 

network traffic pattern.

Network traffic detection



In Memory of 
In-Memory Detection
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September 5, 2025 63All icons in this presentation are from Icons8.

Thank you
Questions?  I’m around all day at OrangeCon!

https://icons8.com/
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